DAFTAR ISI

SURAT PERNYATAAN KARYA ASLI TUGAS AKHIR...........ccocoviiiiinne. v
PERNYATAAN BEBAS PLAGIASI......c.ooiiiiiiieee e v
BAB I PENDAHULUAN .....oooiiiiiieeeeee ettt ettt sbe e ese e esne s 1
1.1  Latar Belakang Masalah ...........cccccoeeieiiiiniiniicc e 1
1.2 Rumusan Masalah...........cccoecieiuiiiiiiciieii ettt 2
1.3 Batasan Masalah ..........cccooiiiiiiiiiiiinicie e 2
1.4 Tujuan Penelitian .........ccccoeeiieiieiiiiiieie ettt 2
1.5 Manfaat Penelitian .........ccccoeiieiiiiiiiiiei e 3
1.6 Tahapan Penelitian............cccocveiiiiieciiiiii et 3
1.7 Sistematika PenuliSan ...........cccoooiiiiiiiiinii e 4
BAB II TINJAUAN LITERATUR .......cooiiiitieiicieiecieeeeete et 5
2.1 Keamanan Jaringan...........ccocceiiiiiieiieiie ettt 5
2.2 Perbedaan Antara DDoS dan DoS ...........cccoiiiiiiiiiie e 5
2.3 Perbedaan antara Signature-based dan Anomaly-based Detection.............. 6
2.4 Web Application Firewall (WAF) ......c.cccooiiiiiiiiiicciece et 6
2.5  Struktur Jaringan WAF pada WebSite ........cc..ooeeerieriiiiieiieiieeee e, 7
2.6  Serangan DoS(Denial of SErvice)........cccueveririieririieniieieneeieeeeee e 8
2.7  Deteksi Anomali dalam Keamanan Jaringan ...........cccceeeeeieeiienineeeenne 9
2.8  Algoritma Random Forest dalam Deteksi Anomali..........cccceveerierieennnnee. 10
2.9 ParamMeter .....cooiuiiiiiiieiiie ettt e et e e 12
2.9.1  FlOW DUFQHON ...ooiiiiiieiieie ettt neas 13
2.9.2  Source IP (SICIP) .ccoiiiiiiiiiiiiciee ettt 13
2.9.3  Destination IP (DSt IP) ....ccooiiiiiiiiiiieecieteeee e 13
2.9.4  Source Port (Src Port) dan Destination Port (Dst Port)............ccccuue..... 13
2.9.5 Total Forward Packets (Tot FWd PKtS).........cceevieviievieniiciieieeiieeeeee 13
2.9.6 Initial Backward Window Bytes (Init Bwd Win Byts)..........cccccovveeeen. 13
2.9.7  ProtOCOL .o 14
2,10 Matrix Evaluation........ccccooiiiiieiiieiee ettt 14
2,101 ACCUTACY ..eiiiiiiiiiieciiiee ettt e et e ettt e e e sttr e e e ebeeeesaaaeeeessesaesessaeaesnnssaeens 14
2.10.2  PrECISION ..utiiieiiiiiieieeteeiiete ettt ettt ettt ettt sttt et eb et e b saeesae e eneas 15
2,103 RECAIL ...ttt 15
2.10.4  FLoSCOTE ..ttt ettt ettt ettt et et e e sate e et e e eateeenbeeeeneeans 15
2.11 Penelitian Sebelumnya (State Of Art) .....c.ccoevveeeiiiiciiieiieeie e, 15
BAB IIIl METODOLOGI PENELITIAN .....ccooiiiiiiiieieieeeete e 19
3.1 Metode Penelitian ........c.cccuvecuieiiieeiiiiieiiecie ettt 19

X



3.2 Pengumpulan Data..........cccoeoieeiiiiiiiiieiiecie ettt 19

3.3 PrOPTOCESSIME . ueiiuiieiieiieeie et et et e et e et et e et e et eeeeseeesaeeenseenseanseesnaaensaans 20
3.3.1 Pembersihan Data Duplikat dan Missing Values ...........c.cccccceervirennenns 20
3.3.2  Normalisasi Data........ccccoeiiiiiieiiiiieee e 22
3.3.3  Feature SEeleCtiON .....cc.eeiuiiiieeiieiieiteite ettt et 22
334 SPHHHNG Data.....cooiiiiieieeieee ettt 23
3.4 MOAEING ...ttt ettt aens 24
3.5  Model Prediction.......coceieiieiieiieeie ettt 27
3.6 Pengujian Model........cccoiiiiiiiiiiii e 30
BAB IV HASIL PENGUJIAN DAN PEMBAHASAN .....cooiiiieieieeceeeee 32
4.1 IMPIEMENLAST.....viiiciiiiiiieciie et eite et etee et e et e e sir e e tbe e b e e eaaeesebaeenrreanes 32
4.1.1  Pengumpulan Data ...........cccceeeviiiiiiiiiiieciiecice et 32
4.1.2  Pembersihan Data Duplikat dan Missing Values .............ccccccveevreneennen. 34
4.1.3  Normalisasi Data ..........ccooeiiiiiiiiieeee e 34
4.1.4  Feature SeleCtion........ccccoiiiieiiieiieeie ettt 35
4.1.5  SPlttng Data.......cccvvieiieeiieeiecieet e 35
4.1.6  Pengembangan model ............ccooeiiiiiiiiiiiiieieee e 36
4.1.7  PeNZUJIAN....ccuiiiiiiiieciiieeeee sttt et ettt et sve e sate e e stbe e s tbeesebeesataeesaraaens 37
4.1.8  Evaluasi Model.........cccooiiiiiiiiiiieeeetee e 38
4.2 HASIL .o 39
4.2.1  Hasil PENGUJAIN .....cccviiiiiiiiiie ittt estee e evee e et e v eesebaeenenee e 39
4.2.2  Evaluasi Kinerja Model..........ccccoooiiiiiiiiiiiiiiie et 40
4.3 PembahaSsan ..........ccoooiiiiiiiiii e 43
4.3.1  Analisis Pengujian Terburuk ...........ccccoovieieiiiiiieeiiieeeeee e 43
4.3.2  Analisis Pengujian Terbaik..........ccoooieiieiiiiiiiieieeeee e, 43
4.3.3  Perbandingan Kinerja antara Pengujian Terburuk dan Terbaik.............. 44
4.3.4  Faktor-Faktor yang Mempengaruhi Performa Model ............................ 44
BAB V PENUTUP ..ottt ettt 45
5.1 KeSIMPUIAN ..ottt ettt saeeeaeens 45
BTN - 1 ¢ 1 1 KOTSRS 45

v



