
44 
 

DAFTAR PUSTAKA 
  

Abdelaoui, M., 2024. Analysis of the diabetes dataset using a SMOTE machine 
learning approach. Studies in Engineering and Exact Sciences, 5(2), pp.e12076–e12076. 

Alamsyah, H., Riska, A.A.A. and Al Akbar, A., 2020. Analisa Keamanan Jaringan 
Menggunakan Network Intrusion Detection and Prevention System. JOINTECS (Journal of 
Information Technology and Computer Science), 5(1), p.17. 

Chen, T. and Guestrin, C., 2016. XGBoost: A Scalable Tree Boosting System. CoRR, 
[online] abs/1603.02754. Available at: <http://arxiv.org/abs/1603.02754>. 

Dang-Van, T. and Truong-Thu, H., 2017. A Multi-Criteria based Software Defined 
Networking System Architecture for DDoS-Attack Mitigation. 

Fadila, W.A., Aini, Q. and Wahyudi, F.A., 2024. Perkembangan Teknologi 
Pemanfaatan Fiber Optik Dalam Industri Telekomunikasi Untuk Koneksi Jaringan. 
OPTIKA: Jurnal Pendidikan Fisika, [online] 8(2), pp.309–320. 
https://doi.org/10.37478/optika.v8i2.4204. 

Greenacre, M., Groenen, P.J.F., Hastie, T., D’Enza, A.I., Markos, A. and Tuzhilina, 
E., 2022. Principal component analysis. Nature Reviews Methods Primers, [online] 2(1), 
p.100. https://doi.org/10.1038/s43586-022-00184-w. 

Imani, M., Beikmohammadi, A. and Arabnia, H.R., 2025. Comprehensive Analysis 
of Random Forest and XGBoost Performance with SMOTE, ADASYN, and GNUS Under 
Varying Imbalance Levels. Technologies, 13(3). 
https://doi.org/10.3390/technologies13030088. 

Iqbal, M., Steven Dharmawan, W. and Septian, R., 2024. Prediction of Obesity 
Categories Based on Physical Activity Using Machine Learning Algorithms. Journal of 
Computer Networks, Architecture and High Performance Computing, [online] 6(3). 
https://doi.org/10.47709/cnapc.v6i3.4053. 

Jaelani, S., 2024. Peran Klasifikasi Serangan Sistem Informasi Dalam Memperkuat 
Keamanan Nasional dan Memerangi Cyberwarfare. Jurnal Intelek dan Cendikiawan 
Nusantara, [online] 1(3), pp.4634–3538. Available at: 
<https://jicnusantara.com/index.php/jicn>. 

Kagara, B.N. and Md Siraj, M., 2020. A Review on Network Intrusion Detection 
System Using Machine Learning. International Journal of Innovative Computing, [online] 
10(1). https://doi.org/10.11113/ijic.v10n1.252. 

Kehista, A.P., Fauzi, A., Tamara, A., Putri, I., Fauziah, N.A., Klarissa, S. and 
Damayanti, V.B., 2023. Analisis Keamanan Data Pribadi pada Pengguna E-Commerce: 
Ancaman, Risiko, Strategi Kemanan (Literature Review). Jurnal Ilmu Manajemen Terapan 
(JIMT)., 4(5). 

Leevy, J.L., Hancock, J., Khoshgoftaar, T.M. and Zadeh, A.A., 2023. One-Class 
Classifier Performance: Comparing Majority versus Minority Class Training. In: 2023 IEEE 
35th International Conference on Tools with Artificial Intelligence (ICTAI). pp.86–91. 
https://doi.org/10.1109/ICTAI59109.2023.00020. 

Maseer, Z.K., Yusof, R., Bahaman, N., Mostafa, S.A. and Foozy, C.F.M., 2021. 
Benchmarking of Machine Learning for Anomaly Based Intrusion Detection Systems in the 



45 
 

CICIDS2017 Dataset. IEEE Access, 9, pp.22351–22370. 
https://doi.org/10.1109/ACCESS.2021.3056614. 

Maulani, I.E. and Umam, A. faisal, 2023. Evaluasi Efektivitas Sistem Deteksi Intrusi 
Dalam Menjamin Keamanan Jaringan. Journal of Social & Technology/Jurnal Sosial dan 
Teknologi (SOSTECH), 3(8). 

Mortaz, E., 2020. Imbalance accuracy metric for model selection in multi-class 
imbalance classification problems. Knowl. Based Syst., [online] 210, p.106490. 
https://doi.org/10.1016/J.KNOSYS.2020.106490. 

Nandan S, Mr. Pradeep Nayak, Amar B M, Manikanta and Karthik Madakari T P, 
2025. A Review on Machine Learning Framework for Detection of Intrusion. International 
Journal of Advanced Research in Science, Communication and Technology, [online] pp.90–
94. https://doi.org/10.48175/IJARSCT-22908. 

Nugraha, W., 2021. Prediksi penyakit jantung cardiovascular menggunakan model 
algoritma klasifikasi. J. Manag. dan Inform, 9(2), pp.78–84. 

Panigrahi, R. and Borah, S., 2018. A detailed analysis of CICIDS2017 dataset for 
designing Intrusion Detection Systems. International Journal of Engineering & Technology, 
7, pp.479–482. 

Rafsanjani, M.S., Suryani, V. and Pahlevi, R.R., 2022. Deteksi Serangan Botnet Pada 
Jaringan Internet Of Things Menggunakan Algoritma Random Forest (rf). eProceedings of 
Engineering, 9(3). 

Sadhwani, S., Harish, A., Muthalagu, R.M. and Pawar, P.M., 2024. A Lightweight 
Model for Detecting Cyberthreats Using Machine Learning Techniques. In: 2024 Advances 
in Science and Engineering Technology International Conferences (ASET). pp.1–7. 
https://doi.org/10.1109/ASET60340.2024.10708693. 

Saputro, A., Saputro, N. and Wijayanto, H., 2020. Demilitarized Zone and Port 
Knocking Methods For Computer Network Security. Cyber Security dan Forensik Digital, 
[online] 3(2), pp.22–27. https://doi.org/10.14421/csecurity.2020.3.2.2150. 

Saud Abd, N., Karoui, K. and Ghassan Abdulkareem, M., 2025. Enhancing the 
Accuracy of Intrusion Detection Systems by Reducing the Rates of False Negatives Through 
Using XG-boost and Optimization Algorithm. Security and Safety. [online] 
https://doi.org/10.1051/sands/2024025. 

Saud, N., Karoui, K. and Abdulkareem, M., 2024. Enhancing the Accuracy of 
Intrusion Detection Systems by Reducing the Rates of False Negatives Through Using XG-
boost and Optimization Algorithm. Security and safety. 
https://doi.org/10.1051/sands/2024025. 

Sharafaldin, I., Lashkari, A.H. and Ghorbani, A.A., 2018. Toward Generating a New 
Intrusion Detection Dataset and Intrusion Traffic Characterization. In: International 
Conference on Information Systems Security and Privacy. 

Soundrapandiyan, R., Manickam, A., Akhloufi, M., Srinivasa Murthy, Y. V, 
Sundaram, R. and Thirugnanasambandam, S., 2023. An Efficient COVID-19 Mortality Risk 
Prediction Model Using Deep Synthetic Minority Oversampling Technique and Convolution 
Neural Networks. BioMedInformatics, 3, pp.339–368. 
https://doi.org/10.3390/biomedinformatics3020023. 



46 
 

Srivastav, D. and Srivastava, P., 2023. A two-tier hybrid ensemble learning pipeline 
for intrusion detection systems in IoT networks. Journal of Ambient Intelligence and 
Humanized Computing, [online] 14(4), pp.3913–3927. https://doi.org/10.1007/s12652-022-
04461-0. 

Syahwaluddin, R. and Alita, D., 2024. Penerapan Oversampling Pada Klasifikasi 
Ujaran Kebencian Menggunakan Bidirectional Encoder Representations from Transformers. 
The Indonesian Journal of Computer Science, 13(4), pp.6615–6625. 

Takefuji, Y., 2025. Beyond principal component analysis: Enhancing feature 
reduction in electronic noses through robust statistical methods. Trends in Food Science & 
Technology, 157, p.104919. https://doi.org/https://doi.org/10.1016/j.tifs.2025.104919. 

Talukder, Md.A., Islam, Md.M., Uddin, Md.A., Hasan, K.F., Sharmin, S., Alyami, 
S.A. and Moni, M.A., 2024. Machine learning-based network intrusion detection for big and 
imbalanced data using oversampling, stacking feature embedding and feature extraction. 
arXiv.org, [online] abs/2401.12262. https://doi.org/10.48550/arxiv.2401.12262. 

Wang, Y., Guo, J., Ma, Z. and Zhou, L., 2024. Rapid identification of an effective 
bauxite gas reservoir by principal component analysis. Scientific Reports, 14. 
https://doi.org/10.1038/s41598-024-74611-1. 

Widodo, T. and Aji, A.S., 2022. Pemanfaatan Network Forensic Investigation 
Framework untuk Mengidentifikasi Serangan Jaringan Melalui Intrusion Detection System 
(IDS). JISKA (Jurnal Informatika Sunan Kalijaga), [online] 7(1), pp.46–55. 
https://doi.org/10.14421/jiska.2022.7.1.46-55. 

Zivkovic, M., Tair, M., K, V., Bacanin, N., Hubálovský, Š. and Trojovský, P., 2022. 
Novel hybrid firefly algorithm: an application to enhance XGBoost tuning for intrusion 
detection classification. PeerJ Computer Science, [online] 8, p.e956. 
https://doi.org/10.7717/peerj-cs.956. 

  
 
 
 
 


	DAFTAR PUSTAKA

