DAFTARISI

HALAMAN PENGESAHAN .....ooioiee ettt et sttt et stesteebeenteensesnseenee i
HALAMAN PENGESAHAN PENGUIL.....ooooiiiiiieieiieieetesiee st iii
SURAT PERNYATAAN KARYA ASLI ....ocovooieiieieieeeieieny iv.
SURAT PERNYATAAN BEBAS PIAGIASI ....ooviieeeeceeee ettt st v
ABSTRAK ...ttt ettt ettt h e bt bt a et n et e b e b te bt eneeneas vi
ABSTRAC T ...ttt ettt et ettt et s b e bttt e st e st ent et et et e nbe bt ebeene s e viii
KATA PENGANTAR ...ttt ettt ettt ettt e e e e sbeesaeesaessaenseesaenseenseessens ix
DAFTAR TSIttt ettt ettt e e e ta e be e b e s saesbeesseesaeseenseesaeseenseeseenns Xi
DAFTAR TABEL.....oooiioieeeeetee ettt ettt ettt sbe b esaesbaensessaesseenseesseseensens xiii
DAFTAR GAMBAR ..ottt ettt ettt s sbe b esaesbaenseeseesseenseessenseensens Xiv
BAB Lttt h et a bt ettt et et bt aeene st et et e benbe b e 1
PENDAHULUAN ..ottt ettt ettt et ettt e e aestaeseessessaesbeessesseeseessasseessesssesssesenssans 1
1.1 Latar BelaKang .........ccooouiiiiiiiieie ettt e 1
1.2 Rumusan Masalah..........ccoiiiiiiiiiiiiiieee ettt 4
1.3 Batasan Masalah ..........c.cooiiiiiiiiiiii e 4
1.4 Tujuan Penelitian .........cccoeouieiiiiiiieiieeiiece ettt e e e 4
1.5 Manfaat Penelitian ..........cccueeoiiiiiiiiiieiie ettt 5
1.6 Tahapan Penelitian...........cccoociiiiiieiiieiiesie ettt e e e 5
1.7 Sistematika PenuliSan ...........cccieiiieiiiiiiiiiieiccitee et 6
BAB L.ttt h et h et e e a et b bttt aeen e st et et et e be b e 7
TINJAUAN PUSTAKA ...ttt ettt ettt ettt et e et este e s e sstesseesseessesseensessaeseessesseenns 7
0 B G 41 ] (04 ) USSR RUROR 7
2.2.  Advanced Encryption Standard (AES) .....c.cooiiiiiiiiiiiiieeeteee e 7
2.3.  Splitting Pixel Multithread.............ccceevuiiiiiiiieiieiiee e 8
2.4, Galois Counter Mode (GCM) ......cccuiiiiiieeeiiieeeiee ettt s 9
2.5. Output Feedback (OFB).......ccoiiiiiiiiiiiieiecie ettt et ens 10
2.6, Cipher FEedback .......c.cooiiiiiiiiiiicee et 11
2.7, PONGUJIAN...ccutiiiiieiieeit ettt ettt ettt et e et e et esabe e bt e eabeeteeenbeebeeenbeebeennnaens 13
2.8, TiNJAUAN LATETALUL ...cc.eieiieiiieeiieeieeiieete ettt et ettt sate et e sebeebeesaaeenbeessaeenseesnseens 14
BAB TIL ...ttt ettt et s ettt b e bt a e nt sttt et e nte et eaes 16
METODOLOGI PENELITIAN DAN PENGEMBANGAN SISTEM ......ccocooovviiiiieiieeeeee, 16
3.1, AIUT PENEIItIan ...c..eeeiiiiieiiecieee ettt et e 16



BAB TV ettt ettt ettt et e bt e at e e te e aae e bt e etbeeteeeateenbeeenbeenteas 49
HASIL DAN PEMBAHASAN ...ttt ettt sttt ettt se e ssaeseesaesnaenns 49
A1, HASI oo ettt be e be e nbeebaeeaaeen 49
4.2, PembaNaSaN........ccciiiiieiiiie ettt sttt ebeeeabeens 70
BAB Ve et ettt e h e et e bt e abe e bt e etbeeteeeabeenbeeenbeenteas 72
PENUTUP ...ttt ettt et et e et e s taeesbeesabesaseesaaeesbeassseensaesnseenseensseenseas 72
5.1 KESIMPUIAN ..ttt ettt et ettt e e eee 72
TN ¥ 1 - 1 EO OO RS PUSRPPPR 73
DAFTAR PUSTAKA ...ttt ettt ettt ettt e beesaaeesbeessaeesaeeaseenseessseenseas 74

xii



DAFTAR TABEL

Tabel 2.1 Studi PUStaKa........coouiiiiiiiieiieieeee et 14
Tabel 2.2 Lanjutan Studi PUStAKA ........ccceoeiiiiiiiiieie et 15
TADEL 3.1 S-BOX .ttt ettt sttt 20
Tabel 3.2 Rencana Pengujian NPCR .........ccoooiiiiiiiiiicii et 47
Tabel 3.3 Rencana Pengujian UACT .........ccooiiiiiiiiiiiiecieeieee ettt ens 48
Tabel 3.3 Rencana Pengujian Kecepatan ENKripsi.......ccoccvevuieiiieiieniiieniieniecieeieeeesie e 48
Tabel 4.1 Hasil Pengujian NPCR.........ccciiiiiiiieiieteeeee ettt et seae e 59
Tabel 4.2 Lanjutan Hasil Pengujian NPCR ..........ccccoiiiiiiiiiiiiiiicieeeee e 60
Tabel 4.3 Lanjutan Hasil Pengujian NPCR ..........ccccciiiiiiiiiiiiiiicieeee e 61
Tabel 4.4 Hasil Pengujian UACT ........ccccuioiiiiiieiieiiteeeeie ettt ettt eae e e saeesaeseneens 62
Tabel 4.5 Lanjutan Hasil Pengujian UACT ...........ccooiiiiiiiiiiiieeiieieeee et 63
Tabel 4.6 Lanjutan Hasil Pengujian UACT ...........ccoouiiiiiiiiiiiieeieeiieeee et 64
Tabel 4.7 Lanjutan Hasil Pengujian UACT ...........ccoouiiiiiiiiiiiienieeieceeeeese ettt 65
Tabel 4.8 Hasil Pengujian Kecepatan EnKripsi........c.ccccveeciieriieiiienieniieiieeie et 66
Tabel 4.9 Lanjutan Hasil Pengujian Kecepatan EnKripsi ........coceeverieniiieniininiiinienceieneeeeee, 67
Tabel 4.10 Lanjutan Hasil Pengujian Kecepatan EnKripsi ......c.ccecevveveriinieninncnienieicneeeeee, 68
Tabel 4.11 Hasil Pengujian Kesesuaian Piksel...........cccoociiiiiiiiiiiiiiiicieceeiece e 70

xiii



DAFTAR GAMBAR

Gambar 3.1 ATUr PENEIItIan .........ooiiiiiiiiiiiieiieiceieeeeee ettt st st 16
Gambar 3.2 UKuran 1920X1280......cccueeiiriiiiiieniieieeiiesie ettt sttt st 17
Gambar 3.3 UKUIAN G40XA27 ......covuiiieiieieeie ettt sttt sttt sttt sttt et st be e 17
Gambar 3.4 Flowchart AES OFB .......cooooiiiiiiiiee et 18
Gambar 3.5 MatriKs Mo......oouiiiiiiiiiiieeteeee ettt sttt st 21
Gambar 3.6 Matriks Perhitungan MixColumn ............cccoociiiiiiiiiiiieniieieceeee e 21
Gambar 3.7 Matriks Piksel Gambar Awal 3X18.......cccooviiiiiiiiiiiiiieieeceee e 22
Gambar 3.8 Matriks Piksel Gambar Awal setelah Dibagi 6..........ccccocueeviiiiiiiiiiiiiiieieeiee 22
Gambar 3.9 6 Bagian Matriks Piksel Hasil Enkripsi OFB .........ccccooiviiiiniiniiiiiieneeeeee, 23
Gambar 3.10 Matriks Piksel Hasil Enkripsi OFB yang digabung............cccccoevivviiieniiniiieniennnn. 24
Gambar 3.11 Flowchart AES CFB .....cc.ooiiiiiiieee e 24
Gambar 3.12 MAtriKS Mu...cc.oiiiiiiiiiiieeieseeet ettt sttt sttt ettt 27
Gambar 3.13 Matriks Perhitungan MiXCoIumN ............cocieviiiniiiiieniieiiece et 27
Gambar 3.14 6 Bagian Matriks Piksel Hasil Enkripsi CFB........cccccocoiiiiiniiniiiiiieieeee, 28
Gambar 3.15 Matriks Piksel Hasil Enkripsi CFB yang digabung ............cccceeviiviiienieniiienienins 29
Gambar 3.16 Flowchart AES GCM........ooiiiiiiiiiiiieeieteeee ettt 29
Gambar 3.17 6 Bagian Matriks Piksel Hasil Enkripsi GCM ........cccoceviiiiniininniinieneeieneeeeen 31
Gambar 3.18 Matriks Piksel Hasil Enkripsi GCM yang digabung.............cccceeveveiieriienieenieennneans 33
Gambar 3.19 6 Bagian Matriks Piksel Hasil Dekripsi OFB........ccccocoviiiiniininniiiieniceeeee, 35
Gambar 3.20 Hasil Penggabungan 6 Bagian Matriks Piksel Terdekripsi OFB...........cccccocveneeee. 35
Gambar 3.21 6 Bagian Matriks Piksel Hasil Dekripsi CFB .......cccccoceviiiiniiniiiiiienccieeeeeee, 37
Gambar 3.22 Hasil Penggabungan 6 Bagian Matriks Piksel Terdekripsi CFB...........cccccocveneee. 38
Gambar 3.23 6 Bagian Matriks Piksel Hasil Dekripsi GCM........ccccoceviiiiinieniienienienienienieeeneen 40
Gambar 3.24 Hasil Penggabungan 6 Bagian Matriks Piksel Terdekripsi GCM..........cccccevennenee. 41
Gambar 3.25 Metode Waterfall ..........cccooiiiiiiiiiiii e 41
Gambar 3.26 DFD LeVel 0...cc..ooiiiiiiiiiiiiieieteeeee ettt ettt st 42
Gambar 3.27 DFD LeVel L...couiiiiiiiiiieieeeeee ettt s 43
Gambar 3.28 Antarmuka Halaman EnKripsi........ccoccieiieiiiiiiiiiiieiieeiceieeceeeeee e 44
Gambar 3.29 Antarmuka Halaman DeKripsi ........ceecuiirieiiiiiniieiiieiieeieeeece et 44
Gambar 3.30 Matriks Piksel Terenkripsi AES OFB.......ccccooiiiiiiiiiiiiieiieeieeeeee et 46
Gambar 3.31 Matriks Piksel P1ainteks.........cccocueriiiiiiiiniiiiiienicieeeeeeese e 46
Gambar 4.1 Data dari Unsplash.COm .........c.coociiiiiiiiiiiiiiiicee et 49

X1V



Gambar 4.2 Contoh Gambar Asli Sebelum dilakukan EnKripsi.........ccceeeevevieiieniiienieniieiieeies 57

Gambar 4.3 Contoh Hasil Enkripsi dengan Mode OFB .........ccccoooiiiiiiiiiiiiiiiieieeeeceeee 58
Gambar 4.4 Contoh Hasil Enkripsi dengan Mode GCM...........ccooviiiiieiieiiiinienieeieecie e 58
Gambar 4.5 Contoh Hasil Enkripsi dengan Mode CFB ...........cccooooiiiiiiiiiiiiiiieeceeeee 58

XV



